
27.27 In the event of a power failure door locks shall revert to a 
safe (unlocked) mode unless there is a fire evacuation policy 
in place that requires doors to remain locked, such as that 
operated within some care homes.

Security compartmentation of developments 
incorporating 25 or more flats, apartments, 
bedsits or bedrooms

27.33 It is imperative that the fire service should have unrestricted 
access to all floors in the event of an emergency so the 
internal access control system utilised should incorporate the 
following features:

27.33.1 Where unlawful free internal movement is restricted via the lift 
then the fire service must be afforded access via a firefighter’s 
mode’ or an evacuation lift in ‘evacuation mode’.

27.33.2 If unlawful free internal movement has been restricted 
via an access control system acting on dedicated external 
doorsets and any additional doorsets providing access to 
individual floors/ landings then an electronic release must 
be incorporated within the system to allow the fire service 
free access to all of the communal areas of the building. 
The electronic release system must be weatherproof, easily 
identifiable and located close to the entrance that Fire and 
Rescue Teams would use in the event of an emergency. It has 
been agreed between the police and fire and rescue services 
that the most practical means of achieving this aim is to install 
a switch within an Access Control Box (ACB). The key system 
for the ACB should be of a restricted type acceptable to 
the local fire and rescue service. An ACB must be secure for 
obvious reasons and therefore shall be tested and certificated 
to one of the following standards:

•  LPS 1175 Issue 7.2:2014 Security Rating 2; or
•  LPS 1175 Issue 8:2018 Security Rating A3+; or 
•  STS 205 Issue 1:2011 Burglary Rating 2.

27.33.3 The use of an ACB is in addition to the installation of a 
Premises Information Box (PIB), which are recommended by 
the fire and rescue service and are referenced within clauses 
of BS 9991:2015. The ACB should be clearly marked with 
a photoluminescent identification sign in the same way as 
the PIB. The exact location of an ACB should be specified 
following consultation with the local Fire and Rescue Service.
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27.27 In the event of a power failure door locks 
shall revert to a safe (unlocked) mode 
unless there is a fire evacuation policy 
in place that requires doors to remain 
locked, such as that operated within 
some care homes.

27.28 Tradesperson release mechanisms are 
not permitted as they have been proven 
to be the cause of anti-social behaviour 
and unlawful access to communal 
developments.

Security compartmentation of 
developments incorporating 25 or 
more flats, apartments, bedsits or 
bedrooms

27.29 Developments of over 25 flats, 
apartments, bedsits or bedrooms 
can suffer adversely from anti-social 
behaviour due to unrestricted access 
to all areas and floors of the building. 
SBD therefore seeks to prevent unlawful 
free movement throughout the building 
through the use of an access control 
system. How this is achieved is a matter 
for the specifier, the following two 
methods are acceptable:

 1.  Lift and stairwell access controlled 
separately:

 •  To prevent the lift and stairwell 
providing unrestricted access onto 
a residential landing, each resident 
should be assigned access to their 

 •  Unrestricted egress from the building 
in the event of an emergency or power 
failure;

 •  Capture (record) images in colour of 
people using the door entry panel and 
store for those for at least 30 days. If the 
visitor door entry system is not capable 
of capturing images, then it should be 
linked to a CCTV system or a dedicated 
CCTV camera should be installed for 
this purpose. This information should be 
made available to police within 3 days 
upon request;

 •  All visitor and resident activity on the 
visitor door entry system should be 
recorded and stored for at least 30 
days. This information should be made 
available to police within 3 days upon 
request.

 •  Systems must comply with General 
Data Protection Regulations (GDPR).

27.25 SBD recommends the use of colour 
monitors to enable the occupier of 
the dwelling or bedroom with the 
identification of visitors or to assist the 
occupier to accurately describe the 
colour of clothing to the police of the 
perpetrators of antisocial behaviour or 
those otherwise misusing the system.

27.26 Specifiers are reminded that the installed 
electronic release hardware must form 
part of the certificated doorset range.
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27.33 It is imperative that the fire service should 
have unrestricted access to all floors in 
the event of an emergency so the internal 
access control system utilised should 
incorporate the following features:

27.33.1 Where unlawful free internal movement 
is restricted via the lift then the fire 
service must be afforded access via a 
‘firefighter’s mode’ or an evacuation lift in 
‘evacuation mode’.

27.33.2  If unlawful free internal movement has 
been restricted via an access control 
system acting on dedicated external 
doorsets and any additional doorsets 
providing access to individual floors/
landings then an electronic release must 
be incorporated within the system to 
allow the fire service free access to all 
of the communal areas of the building. 
The electronic release system must be 
weatherproof, easily identifiable and 
located close to the entrance that Fire 
and Rescue Teams would use in the 
event of an emergency. It has been 
agreed between the police and fire and 
rescue services that the most practical 
means of achieving this aim is to install 
a switch within an Access Control Box 
(ACB). The key system for the ACB 
should be of a restricted type acceptable 
to the local fire and rescue service. 
An ACB must be secure for obvious 
reasons and therefore shall be tested 
and certificated to one of the following 
standards:

 •  LPS 1175 Issue 7.2:2014 Security 
Rating 2; or

 •  LPS 1175 Issue 8:2018 Security Rating 
A3+; or

 •  STS 205 Issue 1:2011 Burglary Rating 
2.

27.33.3 The use of an ACB is in addition to the 
installation of a Premises Information Box 
(PIB), which are recommended by the fire 
and rescue service and are referenced 
within clauses of BS 9991:2015. The ACB 
should be clearly marked with a photo-
luminescent identification sign in the 
same way as the PIB. The exact location 
of an ACB should be specified following 

floor only via the use of a security 
encrypted electronic key (e.g. fob, card, 
mobile device, key etc.) both on the 
stairwell/landing door and lift;

 •  Access to stairwells from the communal 
lobby should be restricted to residents 
to reduce the risk of anti-social 
behaviour or criminal activities;

 •  Unrestricted egress from a landing into 
the stairwell and from the stairwell to 
the communal lobby/emergency fire 
exit should be provided at all times.

 2.  Lift and stairwell access jointly 
controlled via an additional secure 
doorset:

 •  An additional secure doorset prevents 
access to each landing from both the 
lift and stairwell. Each resident should 
be assigned access to their floor only 
via the use of a security encrypted 
electronic key (e.g. fob, card, mobile 
device, key etc.) for this doorset;

 •  Access to stairwells from the 
communal lobby should be restricted 
to residents to reduce the risk of anti-
social behaviour or criminal activities;

 •  Unrestricted egress from a landing 
into the stairwell and from the stairwell 
to the communal lobby/emergency fire 
exit should be provided at all times.

27.30 In the event that a lift opens directly into 
an apartment a security protocol must 
be agreed between the occupiers and 
the lift maintenance company to ensure 
access cannot be gained without the 
proper authority.

27.31 Alternative methods of creating 
compartmentation within the building 
may be discussed with the DOCO.

27.32 Whether access at these locations is 
provided to legitimate visitors as well 
as residents via additional call points, 
is a matter for the overall access 
control strategy. It is not the intention of 
Secured by Design to restrict legitimate 
free flow of residents through the 
building, this will be at the discretion of 
the management company concerned.
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28.4 Only the management body shall be 
permitted to add a device to the system, 
however the principal resident(s) shall be 
permitted to remove a device from the 
system.

28.3 Remote unlocking (e.g. when operated 
from outside the boundary of the 
residence utilising mobile equipment 
such as smart phones and tablets) 
should only be permitted when there 
is both a live audio and visual feed. 
Systems should not permit users to 
remotely release the door lock where 
there is audio only communication, e.g. 
poor signal area, loss of signal, etc.

28.4 If the facility of remote unlocking is 
abused by a resident, the system shall 
be capable of restricting their ability to 
unlock a door by way of a land-line in the 
residence linked to a visual monitor only.

28.5 If residents do not possess the required 
equipment to use the system, a 
dedicated device should be installed 
inside the dwelling to give audio and 
visual communication.

28.6 Specifiers are reminded that if telephone 
and/or IP based visitor door entry 
systems are utilised there should be no 
usage charge incurred by the resident as 
a result of a system activation.

28.7 Specifiers are reminded that if 
telephone and/or IP based visitor door 
entry systems are utilised, they shall 
also comply with the requirements of 
paragraph 27.

29 CCTV and Recording

29.1 CCTV is not a universal solution to 
security problems, it forms part of an 
overall security plan. It can help deter 
crime and criminal behaviour, assist with 
the identification of offenders, promote 
personal safety and provide reassurance 
for residents and visitors. Even the 
smallest development will benefit from 
the installation of a good quality CCTV 
system, which does not need to be 
expensive.

consultation with the local Fire and 
Rescue Service.

Emergency door release devices
27.34 Break glass emergency door exit release 

devices (often green in colour) on 
communal external doors that provide an 
important aid to egress in the event of an 
emergency have proven to be abused 
rendering some buildings insecure for 
long periods of time. SBD recommends 
vandal resistant stainless steel self-
resetting emergency exit systems are 
installed as an alternative. The installation 
and system type must be in full 
compliance with the Building Regulations 
and achieve final ‘sign-off’ by local 
Building Control or Approved Inspector.

27.35 If the break glass emergency door 
release device provides access 
to residential areas as part of the 
emergency egress route, additional 
security must be provided to restrict 
access to the fire egress route only to 
maintain the security of the building line. 
This is also a requirement of Part Q of 
the Building Regulations (England and 
Wales).

28 Telephone and Internet
 Protocol (IP) based visitor
 door entry systems with 
 or without remote unlocking

28.1 To ensure that the viewed image is of 
appropriate quality, systems of this kind 
shall be demonstrated to the DOCO on 
equipment similar to that used by residents 
(e.g. TV smart phone or tablet), prior to 
receiving Secured by Design accreditation.

28.2 All systems shall comply with UL293 and 
the Internet Protocol security shall be 
tested and certificated to British Standard’s 
Institute Kitemark for the Internet of Things 
(IoT) Devices, by 1st October 2019.

28.3 The system must be capable of catering 
for a minimum of 2 and a maximum of 6 
devices being activated as controllers per 
dwelling.

Secure By Design 2019
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RISER
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MAIN ENTRANCE

Supplied and installed
by others

Supplied and installed
by others including

connection to override
switch inside Gerda Box

NACD configure so 
that on activation of 
FAI, all access 
controlled doors (or as 
instructed) fail 
unlocked (safe). All 
doors must be 
equipped with fail safe 
locking devices only.

L29
Fire alarm 
relay interface.

V FP200 (BS5839-1 / Class 1 CU compliant) 
 1mm2/core cable, 3-core 

+ 1-core Earth.
 (Red sheaf, brown, grey, black + green/yellow cores)
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GERDA BOX (ACB)

Supplied and installed
BY OTHERS including
connection to override

switch inside Gerda box

Supplied and installed
BY OTHERS

GERDA ACB Dimensions: 346mmH x 346mmW x 120mmD  (more info on page 5).



1 | P a g e  
ACB Specification Sheet – ACB001-8C4 
 
Gerda House, 54 Chiswick Avenue, Mildenhall, Suffolk, IP28 7AY      E: enquiries@gerdasecurity.co.uk       T: 0845 200 9435/01638 711028 

 
 

             
The Access Control Box (ACB) is designed to protect the switch for access control on 
new build residential buildings and buildings where there has been major 
refurbishment taking place.   This is to facilitate Fire & Rescue Service access. 
 
It is a requirement of Secured by Design which is referenced in ‘Secured by Design 
Homes 2016’.  Under section 27.10, Fire Service Access, the need to provide free 
internal movement is explained:   “If unlawful free internal movement has been restricted via 
an access control system acting on dedicated external doorsets and any additional doorsets providing 
access to individual floors/landings then an electronic release must be incorporated within the 
system to allow the fire service free access to all of the communal areas of the building.”

 
 
 
 
 
 

ACB for Access Control Protection 
High Security Grade 

The ACB which protects the access 
control switch is accessed by the Fire & 
Rescue Service through the Gerda One 
Key® System.  Once the switch is 
deactivated, access can be gained to the 
communal areas secured by electronic or 
electrical means.   
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 The Fire & Rescue Service will retrieve their key upon departure.  
 It is the responsibility of the building owner/manager/designated ACB contact to reinstate the 

power.  Care must be taken to ensure that the door is not closed prior to re-activation. 
 Once the power is reinstated the door which operates on a spring mechanism, can be closed 

to without the need of a key.  There are no keys supplied with the ACB. 
  
 

Specification 
 

The ACB is designed to protect the access control switch 
for use by the Fire & Rescue Service in the event of an 
incident.   
Designed to be positioned externally to a building as 
well as internal siting 
The ACB is constructed from a range of steel materials, 
including hardened steel. 
The finish is powder coated RAL 9006 (silver) 
Fire & Rescue Service sign to front of ACB door for fast 
recognition.  This signage is photo-luminescent grade to 
PSPA class C for identification in smoke filled situations. 
The door handle is attached to the right side of the 
door, vertically centred and is designed to detach if 
undue force is applied. 
The locking system contains a spring mechanism so the 
door will open straightaway – with or without a handle. 
The ACB is designed to counter condensation build up – 
an aspect of climate conditions in the UK. 

 
 
Security 
 

Designed and tested to STS 205 issue 3 (2011) for Burglary Resistance.  Level II. 
Third party certified and Secured by Design accredited. 
The lock cylinder, tested to EN1303:2005, achieves best grades in all categories and is 
approved by Secured by Design, which is the police preferred specification.   
Manufactured in accordance with ISO9001. 

 
 
Features 
 

The lock is designed to be operated by the Fire & Rescue Service One Key® System 
Independent 2-point locking mechanism (top and bottom) 
Patented integral cylinder  
 

 

Photo-luminescent signage 
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Features of the lock include an anti-snap and anti-drill cylinder that uses the Hard Soft 
System, being formed of several composites of metal.  The engineering of the box is such that 
the cylinder cannot be extracted 
The lock is positioned on the right side of the box in order to avoid the attention of vandals 
and to restrict manoeuvring room in the event of an attack 
The lock is accessed by the Fire & Rescue Service through their unique multi-dimensional 
Gerda key®.  The key hole is located on the right hand side of the ACB. 
The key hole is protected with a lock cover to prevent debris entering the lock. 
The ACB box is designed for corrosion standard EN1670 grade 3. 
Each ACB contains its own hologram for identification. 

 
 

 Dimensions 
                                                                                                       

 
 
 

 
 

 
 
 
 
 
 

 
Installation    
 

Standard fixings for brick wall substrate and template for affixing are provided together  
     with installation instructions.     
 

Liaison with Fire & Rescue Service 
 

The designated Fire & Rescue Service department are notified of the location of the ACB.  

The external size of the ACB is 346 mm x 346 mm x 120 
mm deep. 
The depth of the ACB with handle is 163mm. 
The ACB is designed to cover a standard access control  

      switch designated to be 100mm x 100mm back box with  
      a depth of 40mm.     
      (A depth of up to 85mm can be accommodated for a  
      switch) 

 
 

 

346mm 

346mm 


