Secured by Design

RO

Police Preferred Specification

IPGUARD® & BATICONNECT® CLOUD

PROTECT YOUR BUILDINGS
FROM SUBLETTING

4G/IP/GSM

lllegal sublets mean more unknown people, higher crime and
anti-social behaviour in buildings. This lowers the quality of life for
the registered residents and increases building management costs
for the provision of services (admin/cleaning/maintenance/security).

Secured by Design (SBD) Homes 2023 — 35.4: Only building
management can add receiving devices to the visitor system.

Building management must have total control and visibility over all the receiving devices on
the visitor entry system for each flat. If a resident can add a device then the visitor system

installed is not giving the building owner the means to prevent illegal subletting and fight
back against anti-social behaviour.

Secured by Design (SBD) Homes 2023 — 35.3: Maximum of 6 devices
allowed per flat.

Building management must be able to strictly control the number of receiving devices per
flat to prevent illegal subletting. It is important to check carefully.

Secured by Design (SBD) Homes 2023 - 29.7: All visitor and resident
activity on the visitor door entry system should be recorded and stored
for at least 30 days.

IPGUARD® SMART VISITOR ENTRY & ACCESS CONTROL TECHNOLOGY

Date, time, door name, call answered/not answered by resident, opened/not opened for the
visitor etc.

If building management can only see which flat opened the door then they do not have the
tools to identify and block illegal subletting.

Check that the visitor call log also shows the specific phone number / ID of the device that
answered and opened the door.

Fara

JIH-06-20 181 l"x IPGUARD 4G MBI Whain doar ﬁ Callenresdent ] Access auchariued Tel numbier: DD44TT45889215  Dusad
re) Infec Meadow Houss
} Fat 02

20330920 111 I" IPCGUARD 4 KIS Mhain doar |8 Catioremcens W Ascess sushorined Tal numner: DDS4TROTERGES0 Deasd
o] Infi Meadow Howss

Note: All the latest Visitor Door Entry systems are IP-based (Internet Protocol) and also communicate with smart devices.
Option 1 Video monitor in flat and simultaneously smart phones, iPads, tablets anywhere.
Option 2 Smart phones, iPads, tablets anywhere. NO video monitor in flat.




PROTECT YOUR BUILDINGS FROM SUBLETTING

Secured by Design (SBD) Homes 2023 - 29.8: Electronic keys must be
security encrypted to protect against unauthorised copying.

Proximity key anti-clone protection is essential to prevent illegal sublets and unauthorised
persons from having key access into your buildings.

Each proximity key must have a unique visible ID number and any attempted access using
duplications (more than one key with the same ID number) must be blocked by the access
control system, logged and building management alerted.

Make sure to check that your access control system protects your building from unauthorised
copying of proximity keys.
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Baticonnect Alert: Suspected fraudulent entry attempt using “cloned” APass.
Please check incident with resident flagged.

Information:
site name / equipment name / controd unit type / APASS number [ resident

Site : Grange Walk

Block : Block 30-40

Access podnt : Main Entrance
Conitrol unit : Centrale_MINI PLUS
APass number @ 1111 100020
Mame associated : [App] Appt. 001

i 24/7/365
Reason : Opening DENIED suspected APASS forgery www.baticonnect.com
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4G/IP/GSM
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BATICONNECT® CLOUD for

IPGUARD 4G/IP/GSM SMART VISITOR DOOR ENTRY
Any Quantity, Any Mix.

IPGUARD SMART VISITOR PANELS 3000 flat capacity
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600
000
PROXIMITY READERS AND
RADIO RECEIVERS ETC
IPGUARD PRO IPGUARD MINI PLUS PRO-CAM ANY QUANTITY, ANY MIX

The BATICONNECT® CLOUD platform provides:
1. Automatic on-going system data back-up.

2. Client access 24/7/365 for remote programming
of telephone numbers, proximity keyfobs, radio
transmitters, keypads, digital displays, trades,
and IPKEYSAFE™ (secure key storage) on all
controlled doors and vehicle entrances.

3. Audit trail and data retrieval of all system usage.
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