
IPGUARD® 4G/IP/GSM VIDEO ENTRY
PRODUCT & PERFORMANCE SPECIFICATION

VISITOR DOOR ENTRY & ACCESS CONTROL SYSTEMS

24/7/365
www.baticonnect.com
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General requirements
The objective of this specification is the description and 
performance of the visitor door entry and access control 
system.

•	 All works shall conform to the best principles of modern 
practice. The contractor shall carry out a full and 
detailed site survey prior to carrying out any works. This 
will allow for all site specifics and anomalies to be taken 
into account, for example; multi-block (shared) entrance 
points, postal addresses with letters 20A, 20B etc.

•	 The survey must include locations of existing (if a 
refurbishment) visitor door entry panels, control 
cabinets, proximity key fob readers, power supplies etc.

•	 GSM signal strength readings must be logged.

•	 All wireless GSM Smart Technology Visitor Door Entry 
and associated Access Control equipment must be 
vandal resistant and, wherever possible, from the same 
manufacturer (all-in-one solution) with all programming, 
monitoring and management via secure remote 
BATICONNECT Cloud portal available 24/7/365.

•	 All Visitor Door Entry and Access Control equipment 
shall have 2 years parts only manufacturer’s warranty.

•	 The installation must be handed-over fully 
pre‑programmed and “ready to use” including 
proximity key fobs and radio transmitters as per end 
client’s instructions.
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Technology
The technology used will be GSM Smart Technology only. 
There will be no hardwired receiving devices (handsets 
or monitors) in the apartments as this will be a wireless 
GSM smart technology door entry system that video 
communicates seamlessly with smart phones, iPads, tablets 
via both 4G and/or WIFI (internet).

•	 The IPGUARD system visitor panels will make video calls 
from the communal visitor entrance door panel to both 
smart phones and/or tablets, and will also be able to 
audio-only call to non-smart mobile phones and landlines 
(SBD requirement of management option to disable door 
release feature for audio-only calls on a per flat and/or 
site wide basis).

•	 The entire IPGUARD system will communicate with 
the BATICONNECT.COM Cloud management portal 
(website) via GSM.

•	 Programming, operational, system and event data will be 
automatically stored (backed-up) on the BATICONNECT 
Cloud management portal (website).

•	 On-site proximity and radio access door / gate controllers 
will continue operating in the event of bus cable network 
failure and/or failure of any one network device and/or 
loss of GSM connection to the BATICONNECT Cloud 
management portal (web site). 

•	 There will be no hardwired handsets / monitors or 
associated cabling to individual apartments. The 
contractor may provide smart phone and/or tablets for 
the residents but only at the discretion of the end client.

•	 The BATICONNECT portal will allow building 
management to send SMS messages to residents.

•	 Programmable alerts communicated to building 
management via email or SMS will be configurable from 
the BATICONNECT portal.

Communications
The system will use a multi-network roaming SIM 
that will be registered for operational security on 
the BATICONNECT.COM CLOUD management 
portal supplied and maintained by IPGUARD.

The manufacturer IPGUARD shall provide a choice 
to the end client of all-inclusive communication 
package options meaning: unlimited audio/video 
calls, 24/7/365 BATICONNECT Cloud management 
portal access, automatic data/event back-ups, free 
regular APP and firmware updates.

•	 Monthly ongoing

•	 5-year prepaid package

•	 10-year prepaid package

•	 15-year prepaid package

The supply, maintenance and security of 
the SIM card is the responsibility of the 
manufacturer IPGUARD. All PAYG and/or non-
IPGUARD supplied SIM cards will not operate.

3



Programming, training and data management
Programming, account set up and training will be provided by the manufacturer IPGUARD free of charge.

All programming and management will be available 24/7/365 via the BATICONNECT Cloud portal (website) 
www.baticonnect.com or via the free IPGUARD APP (management version) and effected using any PC/ laptop 
or smart phone / device with internet connectivity. No system software will be required. All system data will be 
automatically backed-up on the BATICONNECT portal.

The IPGUARD APP including automatic download updates will be free for all smart phones, tablets and iPads.

The following data is required to register residents to the IPGUARD visitor call panel:

The data provided by the resident will remain the resident’s property as per GDPR law.

I want the IPGUARD® to call: 
Any mobile or landline number, any mix, your choice.

YOUR DETAILS (REQUIRED) YOUR DETAILS (REQUIRED)YOUR PROXIMITY KEYS

YOUR TELEPHONE NUMBERS (REQUIRED)

1st telephone number

Flat number

First name(s)

2nd telephone number

3rd telephone number

Floor number

Surname

Email

Building name

Address

Postcode

Proximity Keys are engraved with a 10-digit unique reference 
number so that we can delete them if lost or stolen.

My property has been issued with the following:

fobs@nacd.co.uk

KCP4V
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Visitor door entry panel with 
proximity reader – operational 
requirements and functionality

•	 Externally rated, vandal-resistant BS316 stainless steel 
with security screws

•	 Flush panels must include a BS316 stainless steel 
protective flange

•	 DDA / Equality Act 2010 compliant

•	 Visitor panels must be configurable as either Multi-Block 
(displaying first a list of block names to select from) or 
Single-Block (displaying flat numbers only) 

•	 Configurable dedicated Concierge call-button.

•	 HD wide angle adjustable camera with white light 
emission for true colour video at night.

•	 HD full colour customisable screen display with visual 
message aids.

•	 Voice output information prompts. 

•	 Hearing aid loop.

•	 Preview (screening) of live image of visitor will be 
displayed before answering for SBD compliance. 

•	 Keypad codes, trades access, loudspeaker / mic volumes, 
screen brightness, call length duration, all functions 
remotely programmable via BATICONNECT Cloud portal

•	 All buttons must be tactile, raised, min 15mm diameter, 
and illuminated for persons with visual, mobility or 
sensory impairments.

•	 Keypad buttons will be illuminated and braille embossed.

•	 Integral all-in-one proximity reader (same manufacturer so 
same BATICONNECT Cloud portal) enabling all Access 
Pass (APass) choices: proximity key fob, mobile phone 
digital APass, mobile phone handsfree digital APass, 
Virtual key mobile phone digital APass for subcontractors. 

•	 Must have capacity for up to 3 telephone numbers per 
flat with automatic forwarding.

IPGUARD TRUE COLOUR CAMERA
HD WIDE ANGLE, ADJUSTABLE

WHITE LIGHT EMISSION FOR 
TRUE COLOUR VIDEO AT NIGHT

FLANGED & PROTECTED

FASCIA SITS PROTECTED 
INSIDE FLANGE
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•	 Audio only back-up calls to residents must come 
from a UK telephone number.

•	 Picture capture history of all visitors on the 
IPGUARD APP for the resident must include 
date, time, call answered/missed, door opening 
information.

•	 All system event information including identification 
of both the flat number and also the specific phone 
number / device that answered the visitor call 
and opened the door (for SBD compliance) to be 
available 24/7/365 to building management on the  
BATICONNECT.COM portal. 

•	 Residents must be able to open the door via the 
IPGUARD APP even if they have not received a 
visitor call.

•	 Do Not Disturb (Privacy) feature required on the 
IPGUARD App.

•	 Dedicated tablet screen must be available for 
residents to purchase. 

RESIDENTS MUST BE ABLE TO 
OPEN THE DOOR AT ALL TIMES

OPTIONAL DEDICATED 
IPGUARD® TABLET

ALL DOOR 
OPENINGS 
RECORDED ON 
BATICONNECT 
PORTAL FOR 
SECURITY AND 
SBD COMPLIANCE

PICTURE CAPTURE OF ALL 
VISITORS ON THE IPGUARD 

APP WITH DATE, TIME, DOOR 
OPENING INFORMATION ETC.

CONNECTS TO WI-FI IN FLAT
(WALL MOUNTED OR FREE STANDING)

Security and SBD Compliance
SBD Homes 2023 Part 35.4 “Only building management can 
add receiving devices to the visitor system”.

The system must NOT allow residents to add additional 
devices/phone numbers without building management 
knowledge and oversight. 
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Proximity reader requirements and functionality

LPTRS PROXIMITY READER
FOR LIFT CAR INSTALLATIONS

KCP4V•	 24/7/365 remote management via BATICONNECT.COM Cloud portal.

•	 Minimum capacity 3000 proximity key fobs, unlimited digital Access Passes.

•	 Proximity reader in Lift capable of floor specific access control (minimum 
1–10 floors).

•	 Door control units to be modular and scaleable in order to respond to 
site requirements and will have non-volatile memory and independent 
functionality so proximity reader will continue operating in the event of bus 
cable network failure, failure of any other device on the network and/or loss 
of connection to the BATICONNECT Cloud management portal (website). 

Proximity reader in the panel must be all-in-one (same manufacturer IPGUARD) 
enabling flexibility for all Access Pass choices:

•	 Proximity key fob access

•	 Mobile phone digital Access Pass

•	 Mobile phone handsfree digital Access Pass

•	 Subcontractor “Virtual key” mobile phone digital Access Pass 
(issued via BATICONNECT.COM Cloud)
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DIGITAL ACCESS PASS CAN BE SENT TO 
MOBILE PHONE OF SUBCONTRACTOR



Unit 8, Heron Business Park, Eastman Way, 
Hemel Hempstead, Hertfordshire, HP2 7FWestimating@nacd.co.uk

+44 (0)1442 211848

© Copyright 2024 NACD Limited. All rights reserved.

www.nacd.co.uk
nacdltd

24/7/365
www.baticonnect.com

IPGUARD® MIFARE technology key fobs
The system will incorporate anti-clone protection. Under no circumstances will the system allow more than one 
proximity key fob with the same ID number (a duplication) to gain access into the building. If 50 proximity keys 
were issued for the building – only 50 proximity keys will ever be able to access the building unless more are 
legitimately purchased from IPGUARD and with different ID numbers.
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KCP4V Proximity Keyfob
for residents

Radio Transmitter for motorists

TEL433 TEL8G

X

X

X

X

ONLY for
NORALSY BATICONNECT / IPGUARD systems

ONLY for
KCP4000 proximity keys / TEL433 radio transmitters

ONLY for
Noralsy prox, radio on BATICONNECT / IPGUARD platforms

for KCP4V proximity keys / TEL433 or TEL8G radio transmitters


