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THE IPGUARD SERVICE PERSONAL DATA PROTECTION POLICY

The IPGUARD service (hereinafter referred to as "the Service") is provided by the company Noralsy
(hereinafter referred to as "we"), acting on behalf of your intercom service manager (hereinafter referred to
as "the Manager"), utilizing the IPGUARD application (hereinafter referred to as "the Application"). This
Personal Data Protection Policy (the "Policy") is applicable upon your registration for the Service and aims
to inform you about the collection, use, and broader processing of your personal data on this occasion. It is
complementary to the confidentiality policy of your Manager to which you should refer.

YOUR PERSONAL DATA

In the implementation of the Service, only the necessary personal data for the intended purpose are
collected. This includes your address, mobile phone number, and connection data related to the device on
which you use the Service. This information is obtained during registration (including the use of your
telephone number for identification confirmation) and Service usage. Your personal data may be collected
by the Manager, by us in their interest, and, if applicable, by third-party service providers aiding in the
operation of the Service, such as partners, or subcontractors. Additionally, the Application may locally
record data not processed by us, such as call-related photographs or geolocation data.

PURPOSES OF PROCESSING PERSONAL DATA

The data collected during Service activation and use are processed in accordance with prevailing regulations
to meet explicit, legitimate, and specific purposes. These purposes include fulfilling contractual relationships
with the Manager, adhering to legal and/or regulatory obligations, or obtaining your prior consent. We do
not sell, trade, or transfer your personally identifiable information to external parties. The purposes are as
follows:

Allow you to benefit from the Service, as agreed with the Manager.
Ensure the security of the IPGUARD application.
Comply with legal and regulatory obligations, including the retention of your personal data.

This data may also be utilized during operations to identify the authors of content of an illicit nature.
DATA RETENTION DURATION

The collected data is retained for the entire duration of Service use and as defined by the Manager.
Additionally, data may be archived for managing ongoing complaints and disputes, meeting legal and/or
regulatory obligations, and responding to authorized requests from authorities. The archival period aligns
with the duration necessary for managing ongoing complaints or disputes and/or responding to authorized
requests.
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RECIPIENT OF THE DATA

Data is transmitted as per the Manager's defined conditions. We may engage trusted partners as
subcontractors to provide the Service, ensuring data hosting and assisting the Manager. These third parties
are contractually prohibited from using the transmitted personal data for purposes other than their mandate,
and they are obliged to maintain the security and confidentiality of information.

We will only disclose your personal data, without notice, to:

Comply with applicable laws or regulations.

Fulfill legal proceedings and/or an administrative or judicial injunction.

Protect and defend our rights or property, or that of our partners.

Act urgently to protect the security of the Service or third parties.

As part of the Service provision, we do not transfer your personal data to countries outside the European
Union or to countries that have not been subject to an adequacy of protection decision by the European
Commission.

MODIFICATION TO THIS POLICY

We reserve the right to make modifications to this Policy at any time due to Service development, Manager
requirements, or regulatory changes. Such modifications will apply to personal data collected after the
effective date indicated in the Policy. We recommend periodic reviews for the latest privacy practices. The
most recent version of the Policy is as of the date indicated at the end of this document: 20/06/2022.

YOUR RIGHTS AND THE MEANS TO EXERCISE THEM

In accordance with prevailing regulations, you have various rights described by your Manager, and we
encourage you to contact them. Additionally, we may be required to communicate your personal data, under
legal conditions, to duly authorized judicial or administrative authorities.
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